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Like us!

What is Spoofing?
Spoofing can be defined as someone disguising 
their identity in an attempt to trick others into 
giving away valuable personal information so it 
can be used in fraudulent activity or sold illegally. 
Spoofing attacks come in different forms includ-
ing Caller ID numbers, texts, emails, websites and 
even social media. For example, an imposter can 
open an account on Facebook and copy and use 
someone else’s information to trick the victim’s 
friends.

Spoofed email is one of the biggest threats. It 
can target anyone and be difficult to detect. They 
aren’t always direct requests for information, 
but might come disguised as a bogus alert that 
encourages action.

How Can You Protect Yourself?
A –  The From field appears to be from a 
 familiar sender, but contains spelling 
 errors, looks unprofessional or asks for 
 payment or information.
B –  The From and To address are similar.
C –  There is no personal greeting and/or the 
 company name isn’t mentioned in the 

 body of the email.
D –  Always hover over each link to see if they 
 match. Most spoofed emails take you 
 somewhere new.

Other precautions to take, include:
•  Use a spam filter.
•  Use strong and different passwords for 

each device you use. 
•  Use two-factor authentication whenever 

possible. 
•  When in doubt about a message, look 

up the sender’s contact information and 
contact the person or company directly for 
verification.

In general, it is best to view any email or phone 
request for personal or corporate information 
with some suspicion.

Don’t Get Spoofed

From: PayPal [service@paypals.org]
To: customer@paypal.co
Subject: PayPal Primary Email Address Change

Dear customer,

The primary email for your account was changed. If 
you did not authorize this change, please click here:
https://www.paypal.com/gi-bin/?cmd=emailchange

Yours sincerely,
Paypal

Spot a Spoofed Email
A

B

C

D

From time to time, NU-Telecom customers  
receive email from someone posing as  
NU-Telecom and requesting account  

information such as username and password.  

Please	remember	that	NU-Telecom	does	 
not	request	this	type	of	information	by	 

email	from	our	customers.	

https://area.paypai.com/login

Refer a Friend...
Get Rewarded

For each Internet,  
TechTrends Wireless or Digital TV 
service you refer to your friends  

or family members,
you’ll receive a $50 credit. 

There’s no limit!
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Customer Comments

“Great customer service.  
Always willing to help!”  

- Rachel Kienlen, New Ulm

“One stop shop – video, Internet and phone. 
You have it all!” 

- Cheryl Beilke, Hutchinson

Meet Our Employees
Position and number of years  

with NU-Telecom:
Technical Support - 2 years

Favorite NU-Telecom 
product or service:

Internet 
Favorite community involvement:  
Hutchinson Community Theatre  

as a director, actor and  
now board member 

Favorite vacation spot:  
Any place I can spend time with 

my wife, children and grandchildren
Favorite Author:  

C.S. Lewis

Position and number of years  
with NU-Telecom:

Technical Support - 5 months
Favorite NU-Telecom 
product or service:

55mbps Internet speed  
at my house

Favorite community involvement:  
Educating seniors about fraud  
prevention! I will be working with 
the New Ulm Police Department  

for an event called  
Hang Up On Fraud.

Favorite vacation spot:  
My hometown! Destin, FL

Karli FlanniganBill Haas

Some restrictions may apply. Limited time offer. Service availability based on location. Free installation available with 2 year commitment.

NU-Telecom Internet

What’s
Not to 
L   ve?

FrontWindow_Poster_Internet.indd   1 12/28/17   9:23 AM

Never Miss A
MOMENT

ADD	DVR	SERVICE	 
TO	SEE	WHAT	MATTERS,	
ON	AND	OFF	THE	SCREEN

6 MONTHS  
FREE DVR

Requires a 2 year commitment. Offer expires March 31, 2018.

• Record your favorite shows.
• Pause or stop your recording.
• Skip through commercials.
• Record multiple shows at once.

Some	restrictions	may	apply.	Limited	time	offer.		Service	availability	based	on	location.	 
Free	installation	available	with	2	year	commitment.

Super Fast • Reliable
First Month FREE
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221 Main St 
Aurelia, IA 51005 
712-434-5989

2104 E 10th St 
Glencoe, MN 55336 
320-864-2818

111 Second Ave 
Goodhue, MN 55027 
651-923-5005

235 Franklin St SW 
Hutchinson, MN 55350 
320-587-2323

421 S CSAH 34 
Litchfield, MN 55355 
320-593-2323

137 E 2nd St 
Redwood Falls, MN 56283 
507-627-4111

121 Second Ave NW 
Sleepy Eye, MN 56085 
507-794-3361

22 S Marshall 
Springfield, MN 56087 
507-723-4211

Corporate Office
27 N Minnesota St 
New Ulm, MN 56073 
507-354-4111

Local Offices

TechTrends
15 Berens Blvd 
New Ulm, MN 56073 
507-233-3000

ExpertAsk the

I have so many pictures on my iPhone  
that it is sometimes difficult to  

find the one I am looking for.   
Is there a quicker way to do this?

Your iPhone automatically 
identifies places and objects 
in your pictures, so you 
can easily search for them 
using terms such as softball, 
birthday or dogs, for example. 

To more quickly locate 
specific photos, follow these 
steps:

1. Open the photos icon.

2. Choose “All Photos”.

3. Press the magnifying glass 
search button.

4. Type the topic you are 
looking for (example – 
birthday).

Our 2018 NU-Telecom Directory Cover Contest winners are:

•	Aurelia	-	Peg	Beckstrand

•	Goodhue	-	Brenda	Wiech

•	Hutchinson	-	Wendy	Zeuli

•	New	Ulm	-	Kyle	Krenz

Thank you to all that submitted photos! As a reminder, you 
can find directory listings online also at Localsolution.com.

Congratulations!

NU-Telecom and Red Rock Central Schools are pleased to announce 
that NU-Telecom has purchased RRCNet and will assume operations 
February 1, 2018.

“NU-Telecom is excited to be part of Lamberton and the surrounding 
communities, and intends to make investments to upgrade  
equipment and services to continue meeting customer needs,” 
shared President and CEO Bill Otis. “The company is looking forward 
to partnering with Red Rock Central Schools in its work-based  
learning program and developing students’ interest in technology.”

Superintendent Bruce Olson agrees. “The school district is excited 
to continue to offer this work experience for our students with this 
new beginning. Many area computer and network technicians began 
their careers as Red Rock Central students working with the RRCNet’s 
work-based learning program.”

NU-Telecom  
Purchases RRCNetNever Miss A

MOMENT
NU-Telecom and CoBank 

Make Donations
NU-Telecom recently made capital donations to three local 
organizations including Turner Hall and State Street Theater in 
New Ulm and Aurelia Day Care in Aurelia, IA.  NU-Telecom applied 
and received additional funds through CoBank’s Sharing Success 
Program for each, as well.

Aurelia 
Day Care

State Street
Theater 

Turner
Hall

Mason	Frerichs	
Technology 

Solutions Specialist



If	you	are	interested	in	purchasing	New	Ulm	Telecom,	Inc.	stock,		 
please	contact	our	corporate	office.	
View	NU’s	Flash	on	our	website	at	www.nutelecom.net 

All services and offers not available in all locations.
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Calendar 
of Events

FEBRUARY 
10 

Glencoe Community and  
Business Fest

MARCH 
9-10 

New Ulm Farm-City Hub Club 
Farm Show

17-18 
Redwood Falls KLGR  

Home Show

23-25 
New Ulm Home and Health 

Show

APRIL 
14 

Hutchinson Bring It Home  
Family Fun and Business Expo

GET
YOUR

TODAY

iPhone
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Ask About 3 Months FREE

1-844-354-4111
www.techtrendswireless.com

Some restrictions may apply.  Limited time offer. 

Business 
eNewsletter

Sign Up 
Today!

Visit
www.nutelecom.net/
business-newsletter

or call 
1-844-354-4111

Learn about emerging 
technology and how  

NU-Telecom’s
customizable solutions  
can help your business  

succeed.

Your 
Technology Partner

WATCH TV
Everywhere

This FREE feature gives you the ability to not only 
watch TV on your time, but also watch it  

anywhere there is an Internet connection.

OVER 50 CHANNELS!
www.nutelecom.net/watchtveverywhere


